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Quick guide how to set up a Ricoh print device

Due to the implementation of EU’s Radio Equipment Directive (RED), there have been several
changes to the pre-configuration of some of the Ricoh printers and multi-functional products.

e Preprogrammed passwords from the factory are not allowed
e All protocols considered unsafe/unencrypted are turned off
e Device hard drive is encrypted.

Ricoh offers a pre-configuration service for customers who have entered into a special agreement.
This allows the device to be delivered with customized settings aligned with the customer's IT envi-

ronment and security policies.

Password setting

The first time you power on the device, you are forced to set an administrator password and a
supervisor password.

Administrator 1 (Main Administrator)

e Permissions: Has access to all system functionalities and settings.

o Password setting: Set during the initial setup procedure.

¢ Restrictions: Cannot change the password of other administrators or the supervisor pass-
word.

Supervisor

e Access Rights:
o Only users who can change or reset the password of Administrator(s).

o Does not have access to the full functionality of the system itself.
o Password setting: Set during initial setup. Make sure this is stored securely.

o Forgot Password / Reset Process
o If an administrator forgets the password, only the supervisor account can reset this

password.
o There is no automatic recovery option via email or security questions.

. Important Note

Ricoh is not responsible for the management, loss or recovery of administrator or supervisor pass-
words. It is the responsibility of the customer/user to store these passwords securely and to treat
them confidentially. If the supervisor password is lost, recovery can only take place through a full
reinstallation of the device.
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Initial Power ON

When you turn on the device for the first time, you will see this:
There are 2 different options, depending on the model, option 1 or 2 is used.
Option 1:

This screen cannot be closed without both passwords being programmed.

G2, Deny admin.'s operation, tap here

Proaram / Change Administrator Reset

Set items, then press [OK]. ‘l

P Supervisor 4 (

Login Password Change
=

P Administrator 1

Login Password

Enter

Mote: It is impertant that you do not foraet this password.
# Set strong pazswords to enhance the maching's security,
(We recommend the passwords use a combination of
at least two of the following, upper case letters,
lower case letters, numbers and symbols such as #.
The password should also be at least eight characters lons.)

07 May 2025
19:50 o

Option 2:

Select the language:

Select the language. Please set a password for your security.

O o%mE @ English |
> < Supervisor Name (ID)/Password

© Francais () Deutsch
O italiano () Espafol Next Administrator Name (ID)/Password
L Back

O Nederlands @ o @ Do not forget the ID and password.
If you forget them, initialization will be required and the data will be deleted.
™ rataly M Fattina
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@ Please do not forget this ID (administrator name)
and password.

Administrator 1 admin

Password Touch to Enter

We recommend passwords use a combination of at least two of the following,
upper/lower case letters, numbers, symbols, and is at least 8 characters long.
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Network settings

To use the device for printing like previous, some protocols have to be activated. The easiest way
to do this is to configure this on the device web page.

Find the IPv4 address of the device:

Machine Status Current Job Job History Machine Information

Machine Status Normal

IPv& Address:17216.0.105 -
Network P i e Details
Remote Support Ready

Open a web browser and type in the IPv4 address using https://172.16.0.105

You might get a message in the browser about unsecure connection, but here you can click ad-
vanced and continue. This is due to the fact that the device has a self-signed certificate.

SECURE

& > C 8 http:/

Log in with the administrator and password details you have set on the initial set-up

| click Log in
RICOH IM C3010 wep Image Monitor -

4 Hjem

i Status/informasjon > m Enhetsnavn : RICOH IM C3010 B Kommentar B
m Pl i : Oslok W Vertsnavn : IMC3010

® Betjeningspanel : Smart Operation Panel

V1.0

4110



Device management - Configuration

i Status/Information » B Device Name

‘E> De - anage - D Q atlo

Address Book

s/ Convenient Links Central Management

Main Power Off
Reset Printer Job
Reset the Machine

Screen Monitoring

Remote Panel Operation

: RICOL
sloK

mart

Network security

"y Security

n B To use this machine safely
ll Network Security ]

Access Control
IPP Authentication
SSL/TLS

Root Certificate
Device Certificate

m
m
m
m
m
W S/MIME
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1. Important Note
The following is what Ricoh suggest for network settings.
The setting may not comply with your network security, but they can be used in most cases.

Set DIPRINT to active:

DIGEST SHA1(Unsafe) O Active @ Inactive
DIPRINT(Unencrypted) @ Active O Inactive
LPR(Unencrypted) O Active @ Inactive
FTP(Unencrypted) O Active @ Inactive

Setting DIPRINT protocol on for regular windows printing. Please note, DIPRINT protocol is not
encrypted.
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Enable SNMP

To get status in your windows print queue and status in your Ricoh universal printer driver, you
need to turn SNMP V1 and 2 on.

n Network
W IPv4
W IPv6
m SMB

l B SNMP l

B SNMPv3

B Bonjour
B AirPrint
B System Log

41 Home

SNMPv1/v2 is unencrypted. SNMPv3 is unsafe.
W SNMP : @ Active O Inactive

SNMPv1,6v2 Setting

B SNMPv1,v2 Function : @ Active O Inactive
B SNMPv1 Trap Communication : O Active @ Inactive
B SNMPv2 Trap Communication : O Active @ Inactive

M Permit Settings by SNMPvi and v2 : ® on O Off

SNMP V1, V2 is not encrypted communication. If this is required you need to set up SNMP V3 with
the proper user account, password and encryption algorithms

With these settings you should be able to use your device as normal.
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Encryption key

EU RED directive states that Hard drives must be encrypted from factory.
It is customer responsibility to store the encryption key, and the key must be delivered to Ricoh
engineer on request if needed to do repairs.

GUIDE to print the key
User Name: admin
Press Login

Password: [ The one set at Initial Power On ]

0, Denyadmin's coeration tohere . | 7

5, Doy J0mnS ORerateon Lo hese o | L

Cooy Scanner Printer Enter user name and password to log in.

User Name

> Password

Quick Print Release Print/Scan (Memey
‘Storage Device)

Check Status Il

Logout L
Document Server Printer (Classi) Scannet (Classic)
Classic
Quick Print Redease Print/Scan (Memory < User Gude Address Book Settings
Storage Device) Management
(uange Language
B % 0
Check Status  aria o) o £ ) Stop Check Status #7208 oS a o3 -] Stop
Press Settings for Administartor
Press sttem Settings Press File Management
Logout | L ot | C
Seltings Mmﬁ Q  SewchAl Back 1o Settings Meny
g:_m;u«w: g Chare Linouaoe Outeut Trar < Settings for Administrator
Swstemsﬂ:m — Machine Sexurity Pattern/Stame »
Ehr‘ﬂ&*ﬂm P Dt Time Times Dot Mot >
Elmmw [i75] scannes Settings ¥ Mantenance Sound Irirl-lwwmr: >I
Drm.‘vw&ttm BB Conter S — &
Send (Email Folder) Remnaile Paned Operation
Buasic Settings
When Installing Function Restriction >
mn 5 A [ A
Press Machine Data Encryption Settings Press Back Up Encryption Key
ES’SBIW (‘Ef Search All )| BxktoSettogs Mens Maching Data Encryption Settings Close
« The current data in the machine has been encrypted
— File Management e et
Oate/Tene/Temer I Machine Data Encryption Settings I
Sand Auto Delete File in Document Server  Seecify Days Uodata Bnyptin by
Network/interface Delete All Files n Document Server Cancel Encryotion
Send EmalFolden Document Server Function 0o I Back Up Encrywtion Key
Settings for Administrater Defait Priviiege for Stored File Read-only
Igmm POF Fle Type: POF/A Fixed off
. I anen o a




Press Print on Paper
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Press Print

o Select the method to back up the current machine data
encryption key.

Insert a memory storage device into the front slot

to save the data.

Press Close

o To print the current machine data encryption key for
safekeeping, press [Print].

Machine Data Encryntion Settings | dose
The current data in the machine has been encrypted.
Select item.

Usdate Encrystion Ky
Cantel Encryotion

Back Up Encryetion Key

Press OK

o Are you sure you want to log out?

Keep the printed Encryption Key.

Press Logout

5, Admn 1 (perating femotely

(Q swom ) e

oSetgs Mena ||

= < File Management
DateTene/Timer Machine Data Encrystion Settings
Sound Auto Delete Fie in Document Server  Secify Days
MemakAwatoce Delete All Fies in Document Serves
Send (Emal/Folden Document Server Function On
Settings for Administrator Default Privilege for Stored Fle Read-only

POF File Type: POF/A Fixed oft

ldknmn

§nie &) o

V1.0

9110



RICOH

imagine. change.

RICOH RED devices will from factory have the following protocols disabled.
For the device to function in your environment, they be subject to change.
FTP, LPR, RSH/RCP, TELNET ,DIPRINT, HTTP, IPP, WINS, Bonjour, NetBIOS over TCP/IPv4,

SSDP, IPDS, RHPP, WSD(Device), WSD(Printer), WSD(Scanner), LLMNR, SNMP, SNMPv3,
SMB, UPnP Setting, Firmware Update

These unsafe Encryption algorithms have been disabled by default.

m SSL/TLS Version

TLS1.3 : @ Active O Inactive
TLS1.2 : @ Active O Inactive
TLS1.1(Unsafe) : Active  Inactive
TLS1.0(Unsafe) - Active  Inactive
SSL3.0(Unsafe) : Active = Inactive
W Encryption Strength Setting
AES : & 128bit & 256bit
CHACHA20 : & 256bit
3DES(Unsafe) : 168bit
RC4(Unsafe) : 128bit
B KEY EXCHANGE
RSA(Unsafe) : O Active @ Inactive
m DIGEST
SHA1(Unsafe) : O Active @ Inactive
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